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Add-In Mail Securlty/(mcl Report Button) for Increased Gyber Securlty Awareness

Minimizing the security risk of the "human factor"

Cybersecurity is one of the biggest challenges facing businesses in the digital age. It is evident that cyber threats
cannot be adequately averted by technical measures alone. Every single employee can jeopardize the integrity and
confidentiality of data and systems through ignorance and thus cause considerable damage to your company.

This makes it all the more important to make your organization's entire workforce aware of cybersecurity best practices and
how to detect and report suspicious activity.

For the entire area of cyber security awareness, soluzione offers extensive, coordinated services. These include: phishing
simulations, modern e-learning, tailor-made security awareness campaigns and the implementation of our soluzione add-in
mail security (incl. report button).

Intelligent Outlook Add-In

With the smart Mail Security add-in, users can analyze emails from their Outlook mailbox
and, if suspected, simply forward them to the cyber security team with one click.

This makes a significant contribution to increasing your employees' awareness of phishing
and security and strengthening the reporting culture in the company.

In order to be able to use the report button, the add-in is distributed centrally to all Outlook
instances (including the Outlook web interface for M365). It is then available in the toolbar or
in the context menu.

Now, when users open incoming emails from their inbox, they have direct access to the new
Mail Security with Reporting group via the ribbon.

Triple benefit: check, report, learn

$ 0 m - o x
Trv the new Qutlook
— Check: Users are supported in the evaluation of a message by
intelligent checklists. Mail-
s Security ¥
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— Learning: If there is a need for further learning, users can access tailor-
made security films directly.
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Cyber Security Awareness

Exclusive features

The Mail Security add-in is a simple and effective way to improve cybersecurity awareness and reporting in the

organization. The smart reporting tool makes it particularly easy for users.

Direct integration

The add-in is integrated directly into the user's Outlook mailbox and is therefore
easily accessible. In the ribbon of the open messages, the new Mail Security
group also appears with three clear buttons. It therefore only takes one click to
initiate an audit or create a report.

Utility: Users can thus react quickly and easily to suspicious messages
and help to ensure that cyber attacks are detected in good time.

Support in the grading process

Clicking on the Check button opens the Mail Security section on the right.
Intelligent checklists guide you through a process in which the email is checked
step by step for conspicuous criteria. These include formal, linguistic, content-
related and emotional criteria. Using situational learning, users rate each
displayed feature as Suspicious, Inconspicuous or I'm not sure. A possible
uncertainty in the decision-making process is absorbed by short, didactically
high-quality security nuggets.

Utility: Users gain more clarity about the potential threat of messages and
increase their cyber security awareness at the same time.

Analysis for the risk determination of emails

At the end of the grading process, a summary analysis result is presented.
Thanks to a percentage display of suspicious criteria and colored icons, the risk
assessment is visible at a glance. This makes it easier for users to better assess
the potential danger posed by a message.

Utility: Users are supported in their decision as to whether or not a notification
of the email is necessary.
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Easy access: Thanks to integration into
the end user's Outlook mailbox, the Mail
Security group can be opened directly

from the ribbon.
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Classification process: Suspicious
emails can be subjected to a review
process using intelligent checklists.
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Commentable report function : :
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Users can either report an email immediately or analyze it beforehand with the

. ) I L. . R Report this email as a suspicious phishing
check function to find out if it is a phishing email. Clicking on the Report email to your internal IT department.
button will bring up a confirmation window where the user can indicate in a
comment box why they think the message is suspicious. Once confirmed, the
email is then forwarded to an internal IT department. Users then learn in real
time whether it is a planned simulation or not. If a phishing email sent by
soluzione is correctly detected, users receive a motivating success message.
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Utility: The uncomplicated reporting function helps to ensure that IT is el 12345
quickly informed about suspicious e-mails and can therefore take early
measures to deter possible attackers or avoid data leakage. Report function: Users can report the

email as a suspicious phishing email to
their internal IT department.

Continuous learning

The Mail Security add-in is a simple and effective tool to increase cyber
security awareness among all employees. Every time suspicious content is

checked, users familiarize themselves with the common signs of phishing. If Hmm... this email isn't
you need additional learning, the Learn button also provides a wide range of :;°'" b Bt
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Utility: Users can use Outlook securely and strengthen their trust and To the learing unts
knowledge of cyber security topics. Q Show Tutorial

Feedback: Depending on whether it is a
planned simulation, users receive
different messages.

Added value for end users and companies
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